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This Privacy Data Sheet describes the processing of personal data (or personally identifiable information) by Cisco Duo.

Cisco Duo (“Duo”) is a cloud-based security authentication solution made available by Cisco to companies or persons who
acquire it for use by their authorized users.
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https://www.cisco.com/web/siteassets/legal/privacy_full.html
https://duo.com/docs
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f  Customers using a Canadian based phone number during sign-up will automatically be placed on Canadian-based AWS
hosting.
f  Customers using a phone number based in the ANZ region!
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https://ec.europa.eu/newsroom/article29/item-detail.cfm?item_id=613841
http://www.cbprs.org/
http://cbprs.org/compliance-directory/prp/
https://ec.europa.eu/info/law/law-topic/data-protection/data-transfers-outside-eu/model-contracts-transfer-personal-data-third-countries_en
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Administrator Registration
Information

1 year (unless deleted sooner
by customer)

End-User Device Metadata 1 year (unless deleted sooner

by customer)
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the specified retention period has expired (or 1 year from collection in
the case of IP Addresses), all personal data used for these purposes will
be deleted or anonymized, as there will be no remaining production
data or account information allowing for re-identification.

*Note that Active Directory passwords for Duo-hosted SSO are only
cached long enough to complete each authentication.

This retention period was selected because it provides a balance
between the need to purge data associated with previously deleted
customers and ensuring that data associated with remaining active
customers is properly maintained and protected. A copy of this data is
also retained to support the security, quality, and improved
functionality of the service. When used for these purposes, all personal
data is pseudonymized (except for IP addresses, which are needed in
original form for threat detection and related security reasons). Once
the specified retention period has expired (or 1 year from collection in
the case of IP Addresses), all personal data used for these purposes will
be deleted or anonymized, as there will be no remaining production
data or account information allowing for re-identification.

This retention period was selected because it provides a balance
between the need to purge data associated with previously deleted
customers and ensuring that data associated with remaining active
customers is properly maintained and protected. A copy of this data is
also retained to support the security, quality, and improved
functionality of the service. When used for these purposes, all personal
data is pseudonymized (except for IP addresses, which are needed in
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https://duo.com/about/security-and-reliability/security-response
http://tools.cisco.com/security/center/emergency.x?i=56



https://www.privacyshield.gov/participant?id=a2zt0000000GnJ2AAK&status=Active
https://www.privacyshield.gov/participant?id=a2zt0000000GnJ2AAK&status=Active
https://privacyrequest.cisco.com/
https://feedback-form.truste.com/watchdog/request
https://autoriteitpersoonsgegevens.nl/en/contact-dutch-dpa/contact-us
https://www.cisco.com/c/en/us/about/trust-center.html
/Users/jonafox/Documents/Data%20Data%20Sheets/Style%20Guide/Cisco%20Privacy%20Data%20Sheets%20are%20reviewed%20and%20updated%20on%20an%20annual,%20or%20as%20needed,%20basis.%20For%20the%20most%20current%20version,%20go%20to%20the%20Personal%20Data%20Privacy

